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[bookmark: purpose]1. Purpose
Babel School of Dance is committed to protecting the privacy, confidentiality and security of the personal information entrusted to us.
We collect and process personal information relating to students, parents and carers, staff, teachers, volunteers, contractors, prospective students and other individuals who interact with the School.
This policy explains how Babel School of Dance will collect, use, store, share and dispose of personal data in accordance with applicable UK data protection legislation, including the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
Protecting personal information is the responsibility of everyone working on behalf of Babel School of Dance.

[bookmark: scope]2. Scope
This policy applies to all personal data processed by Babel School of Dance, whether it is:
· stored electronically;
· contained within emails or electronic communications;
· stored within online or cloud-based systems;
· held on mobile devices;
· contained in photographs, video or audio recordings;
· stored on paper; or
· held in any other format.
It applies to all employees, teachers, self-employed and freelance teachers, administrative staff, contractors and volunteers who have access to personal information through their work with the School.

[bookmark: definitions]3. Definitions
[bookmark: personal-data]Personal Data
Personal data is information relating to an identified or identifiable living individual.
This may include:
· name;
· address;
· telephone number;
· email address;
· date of birth;
· emergency contact information;
· photographs and video;
· attendance information;
· examination information;
· payment and financial information;
· online identifiers; and
· other information capable of identifying an individual.
[bookmark: special-category-data]Special Category Data
Certain types of personal data require additional protection.
These include information concerning:
· racial or ethnic origin;
· political opinions;
· religious or philosophical beliefs;
· trade union membership;
· genetic information;
· biometric information used for identification;
· health;
· sex life; and
· sexual orientation.
Information concerning criminal convictions and offences is also subject to additional legal protection.
[bookmark: data-controller]Data Controller
Babel School of Dance will normally act as the Data Controller for personal information where it determines why and how that information is processed.
[bookmark: data-processor]Data Processor
A Data Processor is an organisation or individual that processes personal information on behalf of Babel School of Dance under the School’s instructions.

[bookmark: data-protection-principles]4. Data Protection Principles
Babel School of Dance will comply with the data protection principles contained within UK GDPR.
Personal data must be:
1. Processed lawfully, fairly and transparently.
1. Collected for specified, explicit and legitimate purposes and not used incompatibly with those purposes.
1. Adequate, relevant and limited to what is necessary.
1. Accurate and, where necessary, kept up to date.
1. Kept for no longer than necessary.
1. Processed securely, including protection against unauthorised or unlawful processing, accidental loss, destruction or damage.
Babel School of Dance must also be able to demonstrate its compliance with these principles. This is known as the accountability principle.

[bookmark: personal-information-we-may-collect]5. Personal Information We May Collect
Depending upon an individual’s relationship with Babel School of Dance, we may collect information including:
· student and parent/carer names;
· addresses;
· telephone numbers and email addresses;
· dates of birth;
· emergency contacts;
· relevant medical, allergy or health information;
· attendance records;
· class and enrolment information;
· examination and assessment information;
· competition and performance information;
· payment and transaction records;
· photographs and video recordings;
· communications with students and families;
· accident and incident records;
· safeguarding information where appropriate;
· staff and teacher records;
· qualifications and training information; and
· information necessary to operate the School safely and effectively.
We will only collect information that is reasonably necessary for the relevant purpose.

[bookmark: childrens-personal-data]6. Children’s Personal Data
A significant proportion of the personal information processed by Babel School of Dance relates to children and young people.
We recognise that children’s personal data requires particular care.
When processing children’s information, the School will:
· consider the child’s best interests;
· collect only information that is reasonably necessary;
· provide appropriate privacy information;
· ensure information is appropriately protected;
· restrict access to those who genuinely need it;
· take particular care when publishing photographs, videos or information online; and
· ensure that safeguarding requirements take priority where appropriate.
Parents and carers are responsible for providing accurate information and notifying the School of relevant changes.

[bookmark: lawful-basis-for-processing]7. Lawful Basis for Processing
Babel School of Dance will only process personal information where there is a lawful basis for doing so.
Depending upon the circumstances, this may include:
[bookmark: contract]Contract
Processing is necessary to provide classes or services requested by a student or family or to administer an employment or contractual relationship.
[bookmark: legal-obligation]Legal Obligation
Processing is necessary to comply with a legal requirement.
[bookmark: legitimate-interests]Legitimate Interests
Processing is necessary for the legitimate interests of Babel School of Dance or another person, provided those interests are not overridden by the individual’s rights and freedoms.
[bookmark: vital-interests]Vital Interests
Processing is necessary to protect someone’s life or physical safety, for example in a medical emergency.
[bookmark: consent]Consent
Where appropriate, the School may ask an individual, parent or carer to consent to a particular use of personal information.
Where consent is relied upon, it must be freely given, specific, informed and capable of being withdrawn.
The appropriate additional condition will also be identified where Special Category Data is processed.

[bookmark: privacy-information]8. Privacy Information
Babel School of Dance will provide appropriate privacy information explaining how personal data is used.
Privacy information should explain, where applicable:
· who is collecting the information;
· what information is collected;
· why it is required;
· the lawful basis for processing;
· who information may be shared with;
· how long it will be retained;
· the individual’s data protection rights; and
· how to raise a concern.
Privacy information will be reviewed when there is a significant change to the way personal information is processed.

[bookmark: accuracy]9. Accuracy
Babel School of Dance will take reasonable steps to ensure that personal information is accurate and, where appropriate, kept up to date.
Staff must record information carefully and correct known inaccuracies promptly.
Parents, carers, students and staff are asked to notify the School when important personal information changes, particularly:
· contact details;
· emergency contacts; and
· relevant medical or health information.

[bookmark: data-minimisation]10. Data Minimisation
Only information that is reasonably necessary for a legitimate School purpose should be collected.
Staff should not collect or retain personal information simply because it might be useful at some point in the future.
Where information is no longer required, it should be securely deleted or destroyed in accordance with the School’s retention procedures.

[bookmark: data-retention]11. Data Retention
Personal information will not be retained for longer than is reasonably necessary.
Different records may need to be retained for different periods depending upon:
· the purpose for which the information was collected;
· legal requirements;
· safeguarding requirements;
· insurance requirements;
· accounting and taxation obligations;
· examination requirements; and
· the need to establish, exercise or defend legal claims.
Retention periods should be set out within the School’s Data Retention Schedule or Policy.
When information reaches the end of its retention period, it will be securely deleted, destroyed or anonymised unless there is a legitimate reason for continuing to retain it.

[bookmark: data-security]12. Data Security
Babel School of Dance will take appropriate technical and organisational measures to protect personal information.
Measures may include:
· password protection;
· appropriate access controls;
· secure cloud or electronic systems;
· secure storage of paper records;
· locking devices when unattended;
· keeping passwords confidential;
· appropriate backup arrangements;
· secure disposal of confidential documents;
· restricting access to information on a need-to-know basis; and
· appropriate security arrangements with external service providers.
Staff must take reasonable precautions to prevent personal information from being accidentally lost, altered, disclosed or accessed without authorisation.

[bookmark: email-and-electronic-communication]13. Email and Electronic Communication
Particular care must be taken when personal information is communicated electronically.
Staff should:
· check recipient addresses before sending emails;
· use BCC appropriately when sending messages to groups of unrelated recipients;
· avoid sending unnecessary personal information;
· use secure systems where appropriate;
· avoid sharing passwords;
· keep devices appropriately protected; and
· report emails or information sent to the wrong recipient immediately.

[bookmark: personal-data-breaches]14. Personal Data Breaches
A personal data breach may include:
· sending an email containing personal information to the wrong person;
· losing paperwork containing student information;
· losing a laptop, telephone or device containing personal information;
· unauthorised access to an account;
· accidental deletion or destruction of information;
· inappropriate disclosure of confidential information;
· hacking, malware or ransomware;
· loss of access to important personal information; or
· publishing personal information accidentally.
All actual or suspected personal data breaches must be reported immediately to the Data Protection Lead.
The School will investigate and record the breach and assess:
· what happened;
· what information was affected;
· how many individuals may be affected;
· the potential consequences;
· what action is necessary to contain the breach; and
· whether notification is legally required.
Where a breach is likely to result in a risk to people’s rights and freedoms, Babel School of Dance will notify the Information Commissioner’s Office (ICO) without undue delay and, where feasible, within 72 hours of becoming aware of the breach.
Where a breach is likely to result in a high risk to an individual’s rights and freedoms, affected individuals will also be informed where legally required.

[bookmark: X30a1d739a4617f7a5bf644df51bd224ad953ddb]15. Contractors and External Service Providers
Babel School of Dance may use external organisations to provide services involving personal information, such as:
· class or student management systems;
· payment providers;
· accounting services;
· email or communication services;
· website hosting;
· cloud storage;
· examination services;
· photography or media services; and
· IT support.
Where an organisation processes personal information on behalf of Babel School of Dance, appropriate due diligence and contractual arrangements will be put in place as required by data protection law.
Service providers must provide appropriate safeguards for personal information.

[bookmark: sharing-personal-information]16. Sharing Personal Information
Personal information will only be shared where there is an appropriate reason and lawful basis.
Information may, where necessary and appropriate, be shared with organisations such as:
· examination organisations;
· competition organisers;
· venues;
· insurers;
· professional advisers;
· payment providers;
· contractors providing services to the School;
· healthcare or emergency services;
· safeguarding organisations;
· local authorities; and
· police or other statutory authorities.
Information will not be shared unnecessarily.
Safeguarding information may be shared without consent where this is necessary and lawful to protect a child or another individual.

[bookmark: individual-data-protection-rights]17. Individual Data Protection Rights
Depending upon the circumstances, individuals have rights concerning their personal information, including:
· the right to be informed about how their data is used;
· the right of access to their personal data;
· the right to rectification of inaccurate information;
· the right to erasure in certain circumstances;
· the right to restrict processing in certain circumstances;
· the right to data portability in certain circumstances;
· the right to object to certain types of processing; and
· rights relating to automated decision-making and profiling.
These rights are not absolute and may be subject to legal exemptions.
Requests relating to personal information should be referred promptly to the Data Protection Lead.

[bookmark: subject-access-requests]18. Subject Access Requests
An individual may request access to personal information held about them. This is known as a Subject Access Request (SAR).
Requests do not normally have to use a particular form or wording.
Any member of staff receiving a Subject Access Request must refer it immediately to the Data Protection Lead.
Babel School of Dance will normally respond to a valid request without undue delay and within one month, subject to the provisions of data protection law.
The School may need to verify the identity of the person making the request before releasing information.
Information concerning other people will be considered carefully before disclosure.

[bookmark: photography-and-filming]19. Photography and Filming
Photographs and video recordings capable of identifying individuals constitute personal data.
Babel School of Dance will manage photography and filming in accordance with its Photography and Filming Procedure, Social Media Policy and Privacy information.
Appropriate permissions and/or another applicable lawful basis will be established before photographs or videos are used.
Particular care will be taken when photographs or recordings of children and young people are:
· published on the School website;
· used on social media;
· used for advertising or promotional purposes; or
· provided to third parties.
Safeguarding considerations will always be taken into account.

[bookmark: marketing]20. Marketing
Babel School of Dance may communicate with families about classes, events and other School activities.
Where communications constitute direct marketing, the School will comply with applicable data protection legislation and the Privacy and Electronic Communications Regulations (PECR).
Where consent is required for electronic marketing, individuals will be provided with a genuine choice and an appropriate method of withdrawing that consent.
Marketing communications will provide an appropriate means of opting out where required.

[bookmark: automated-decision-making-and-profiling]21. Automated Decision-Making and Profiling
Babel School of Dance does not normally make decisions about students or staff based solely upon automated processing where those decisions would have legal or similarly significant effects.
Any proposal to introduce significant automated decision-making or profiling involving personal information must first be considered by the Data Protection Lead.

[bookmark: data-protection-impact-assessments]22. Data Protection Impact Assessments
A Data Protection Impact Assessment (DPIA) will be considered before introducing new technology, systems or processing activities that are likely to result in a high risk to individuals’ rights and freedoms.
A DPIA may be particularly appropriate where new processing involves:
· children’s information;
· Special Category Data;
· systematic monitoring;
· new technologies;
· extensive profiling; or
· other potentially high-risk processing.
Privacy and data protection should be considered at the beginning of a new project rather than after a system has been introduced.

[bookmark: international-data-transfers]23. International Data Transfers
Personal information may sometimes be stored or accessed outside the UK, particularly where the School uses cloud-based technology or external service providers.
Before making a restricted international transfer, Babel School of Dance will ensure that an appropriate mechanism or safeguard is available as required by UK data protection law.
Staff must not independently transfer School personal information internationally using unauthorised systems or services.

[bookmark: financial-information]24. Financial Information
Financial and payment information will be handled securely.
Where third-party payment providers are used, Babel School of Dance will use appropriate providers and will avoid retaining payment-card information unnecessarily.
Payment-card processing will be handled in accordance with applicable payment security requirements.

[bookmark: staff-responsibilities]25. Staff Responsibilities
Everyone working on behalf of Babel School of Dance must:
· comply with this policy;
· keep personal information confidential;
· only access information required for their role;
· not disclose information without appropriate authority;
· keep passwords and accounts secure;
· use School information only for legitimate purposes;
· follow procedures for photography and video;
· report suspected data breaches immediately;
· refer requests from individuals concerning their data to the Data Protection Lead; and
· seek advice if unsure whether information can lawfully be collected, used or shared.
Failure to comply with data protection requirements may be treated seriously and could result in action under the relevant employment, contractual or School procedures.

[bookmark: data-protection-lead]26. Data Protection Lead
The School’s Data Protection Lead is:
Anoop Odedra
The Data Protection Lead is responsible for overseeing the school’s approach to data protection, including:
· maintaining appropriate policies and procedures;
· providing advice to staff;
· overseeing Subject Access Requests;
· maintaining records of significant data protection matters;
· managing personal data breaches;
· reviewing data protection compliance;
· considering DPIAs; and
· promoting awareness of good data protection practice.

[bookmark: complaints]27. Complaints
Anyone who has a concern about how Babel School of Dance has handled their personal information should initially contact the Data Protection Lead.
The School will aim to investigate and resolve concerns appropriately.
Individuals also have the right to raise concerns with the Information Commissioner’s Office (ICO), the UK’s independent data protection regulator.
Making a complaint will not affect an individual’s other rights.

[bookmark: records-management]28. Records Management
Babel School of Dance will maintain appropriate procedures governing the:
· creation;
· collection;
· use;
· storage;
· access;
· retention; and
· secure destruction
of records containing personal information.
Records must be stored securely and only accessible to people with an appropriate reason to access them.

[bookmark: related-policies-and-documents]29. Related Policies and Documents
This policy should be read alongside relevant Babel School of Dance policies and procedures, including:
· Privacy Notice
· Data Retention Policy/Schedule
· Data Breach Procedure
· Subject Access Request Procedure
· Records Management Policy
· Safeguarding and Child Protection Policy
· Social Media Policy
· Photography and Filming Procedure
· Staff and Volunteer Code of Conduct
· Complaints Policy
· Customer Service Policy
· Accident and Incident Procedure
· Information Security procedures
· Data Sharing arrangements
· Terms and Conditions

[bookmark: monitoring-and-review]30. Monitoring and Review
Compliance with this policy will be monitored by the Principal/Data Protection Lead.
The policy will be reviewed annually and sooner where:
· UK data protection legislation changes;
· ICO guidance changes materially;
· the School introduces significant new technology or systems;
· there is a significant data breach;
· the way the School processes personal information changes; or
· experience indicates that the policy should be amended.
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